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MAR–APRBRAVATA, MCDONALD, SZETO, SMITH, RYDZAK, OWENSMETHODOLOGYEVALUATING INFORMATION SYSTEMS FOR BIOTERRORISM PREPAREDNESS

A Conceptual Framework for Evaluating
Information Technologies and Decision

Support Systems for Bioterrorism
Preparedness and Response

Dena M. Bravata, MD, MS, Kathryn M. McDonald, MM, Herbert Szeto, MD, MS, MPH,
Wendy M. Smith, BA, Chara Rydzak, BA, Douglas K. Owens, MD, MS

On 4 October 2001, the first confirmed case of
inhalational anthrax caused by an act of

bioterrorism was identified in the United States.1 Dur-
ing the months that followed, clinicians and public
health officials across the country endeavored to care
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Objectives. The authors sought to develop a conceptual
framework for evaluating whether existing information tech-
nologies and decision support systems (IT/DSSs) would as-
sist the key decisions faced by clinicians and public health of-
ficials preparing for and responding to bioterrorism.
Methods. They reviewed reports of natural and bioterrorism-
related infectious outbreaks, bioterrorism preparedness exer-
cises, and advice from experts to identify the key decisions,
tasks, and information needs of clinicians and public health
officials during a bioterrorism response. The authors used
task decomposition to identify the subtasks and data require-
ments of IT/DSSs designed to facilitate a bioterrorism re-
sponse. They used the results of the task decomposition to de-
velop evaluation criteria for IT/DSSs for bioterrorism
preparedness. They then applied these evaluation criteria to
341 reports of 217 existing IT/DSSs that could be used to sup-
port a bioterrorism response. Main Results. In response to
bioterrorism, clinicians must make decisions in 4 critical do-
mains (diagnosis, management, prevention, and reporting to
public health), and public health officials must make deci-
sions in 4 other domains (interpretation of bioterrorism sur-
veillance data, outbreak investigation, outbreak control, and

communication). The time horizons and utility functions for
these decisions differ. From the task decomposition, the au-
thors identified critical subtasks for each of the 8 decisions.
For example, interpretation of diagnostic tests is an impor-
tant subtask of diagnostic decision making that requires an
understanding of the tests’ sensitivity and specificity. There-
fore, an evaluation criterion applied to reports of diagnostic
IT/DSSs for bioterrorism asked whether the reports described
the systems’ sensitivity and specificity. Of the 217 existing IT/
DSSs that could be used to respond to bioterrorism, 79 stud-
ies evaluated 58 systems for at least 1 performance metric.
Conclusions. The authors identified 8 key decisions that cli-
nicians and public health officials must make in response to
bioterrorism. When applying the evaluation system to 217
currently available IT/DSSs that could potentially support
the decisions of clinicians and public health officials, the au-
thors found that the literature provides little information
about the accuracy of these systems. Key words: decision
support techniques; bioterrorism; public health; information
systems; expert system. (Med Decis Making 2004;24:192–
206)
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for the victims of anthrax bioterrorism, those who were
potentially exposed to the Bacillus anthracis spores,
and the worried as well. These efforts were compli-
cated by a lack of accurate rapid diagnostic technolo-
gies, automated processes for bioterrorism surveil-
lance, and methods for rapid communication among
relevant clinical and public health decision makers.1–10

The anthrax cases of 2001 emphasized that the capac-
ity of the United States to respond to bioterrorism de-
pends on the ability of clinicians and public health of-
ficials to detect the event rapidly, to manage the
consequences efficiently, and to communicate with
each other effectively.1–10

To improve the infrastructure to respond to future
infectious disease outbreaks resulting from either natu-
rally occurring or bioterrorism-related illness, the US
government has significantly expanded its budget for
public health preparedness activities, including the
deployment of information systems for bioterrorism
surveillance, outbreak investigation, laboratory ser-
vices, and communication. However, few information
systems have been evaluated to determine whether
they will meet the needs of users responding to a
bioterrorism event. Moreover, the evaluation of exist-
ing technologies is complicated by the lack of a clear
understanding of the information needs of clinicians
and public health officials or an established framework
for evaluating whether an information system serves
these needs.

Under the auspices of the University of California,
San Francisco (UCSF)-Stanford Evidence-Based Prac-
tice Center, we systematically reviewed the evidence
that evaluates the ability of available information tech-
nologies and decision support systems (IT/DSSs) to
serve the information needs of clinicians and public
health officials during a bioterrorism response.11 The
results of the systematic review can be found else-
where.11 Briefly, we found 217 IT/DSSs of potential use
by clinicians and public health officials during a
bioterrorism response. These include 55 detection sys-
tems, 23 diagnostic systems, 18 management systems,
90 surveillance systems, 26 communication systems,
and 7 systems that integrate surveillance, communica-
tion, and command and control functions. Most re-
ports only described IT/DSSs; however, 79 studies
evaluated 58 systems for at least 1 performance metric.
Some types of systems have been evaluated more than
others (e.g., 10 of the 18 management systems have
been evaluated in at least 1 study, whereas none of the 7
integrated surveillance, communication, or command
and control systems have been evaluated). Specifically,
there are no published evaluations of the systems
designed specifically for bioterrorism responses.

Several existing frameworks for evaluating informa-
tion systems are relevant to considerations of methods
for evaluating IT/DSSs for bioterrorism preparedness
and response. These evaluation frameworks differ ac-
cording to the type of information system, purpose of
the evaluation, and outcomes of interest.12–16 We briefly
describe 3 evaluation frameworks that informed our
conceptual framework for evaluating IT/DSSs for
bioterrorism preparedness and response. First, Eliyahu
Goldratt’s theory of constraints provides a framework
for specifying the relevant stakeholders or decision
makers, their decision processes, their information re-
sources, and the evaluation processes relevant to a par-
ticular decision or conflict.17,18 Thus, for a given
bioterrorism response decision (e.g., diagnosis or man-
agement), evaluators of IT/DSSs could consider the rel-
evant stakeholders (e.g., public health officials, clini-
cians, and patients), their responsibilities, their
information needs, and methods for providing that in-
formation. Different stakeholders are often interested
in different outcomes of evaluations of IT/DSSs for
bioterrorism preparedness and response. For example,
system developers are often interested in evaluating
whether the system performs its intended function, us-
ers are often interested in whether the system provides
recommendations that are fast and accurate, and pur-
chasers are often interested in whether the system is
cost-effective, reliable, and safe.19 Second, Avedis
Donabedian described a framework for evaluating IT/
DSSs based on the 3 aspects of the health care system
that can be influenced by an IT/DSS: structure (e.g., the
physical characteristics of the IT/DSS such as the avail-
ability of equipment, costs, and number of staff who
will use it), processes (e.g., the number and appropri-
ateness of diagnostic and therapeutic interventions ad-
ministered), and outcomes (e.g., morbidity, mortality,
and quality of life).20,21 An IT/DSS for bioterrorism may
result in improved patient outcomes but deteriorations
in structural components such as increased cost.13,20

Because IT/DSSs typically contain several distinct
structural components such as databases of medical
knowledge and patient data, reasoning programs, and
user interfaces, published evaluations of IT/DSSs often
focus on 1 or more of these components. Finally, Fried-
man and Wyatt broadly described the 5 categories of in-
terest in evaluations of medical IT/DSSs: the clinical
need the resource is intended to address; the process
used to develop the resource; the resource’s intrinsic
structure; the functions that the resource carries out;
and the resource’s influence on users, patients, and
other aspects of the clinical environment.13

In this article, we describe the conceptual frame-
work that we developed to identify the key decisions
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and tasks that clinicians and public health officials are
likely to face while responding to a bioterrorism event,
specify the data and methods required of an IT/DSS to
assist these key decisions and tasks, and describe the
evaluation criteria to assess whether an IT/DSS is
likely to facilitate decision making by clinicians and
public health officials during a bioterrorism response.
This evaluation framework could inform ongoing eval-
uations of IT/DSSs for bioterrorism preparedness and
response.

METHODS

We present our approach for developing a concep-
tual framework and performing a systematic review to
evaluate reports of IT/DSSs for bioterrorism prepared-
ness and response in Figure 1. Because evaluations of
information systems require a careful delineation of
the tasks and information needs of users, we sought
methods to systematically determine these tasks and
information needs.13,19,22–26 To describe the decisions
that clinicians and public health officials would have
to make while preparing for and responding to a bio-
terrorism event, we reviewed reports of naturally oc-
curring and bioterrorism-related outbreaks of infec-
tious diseases and bioterrorism preparedness exercises
and solicited additional information from relevant ex-
perts.1–10,27–44 We represented these decisions schemati-
cally using influence diagram notation.23,24 This en-
abled us to identify and evaluate the relationships
between the uncertain events that affect the decisions
and what is observable to the decision maker. We then
used task decomposition to identify the characteristics
of IT/DSSs necessary to assist these decisions. Use of
the task decomposition method facilitated a systematic
appraisal of the component functions required of IT/
DSSs.22 From the schematic and task decomposition,
we developed evaluation criteria for IT/DSSs designed
to facilitate a bioterrorism response. In our systematic
review, we then applied these evaluation criteria to 341
reports of 217 existing IT/DSSs that could be used for a
bioterrorism response.11

Data Sources for the Determination
of Key Decisions and Tasks

To describe the decisions that clinicians and public
health officials have to perform to effectively respond
to a bioterrorist attack, we reviewed reports of the 2001
anthrax cases,1–10 TOPOFF and Dark Winter bio-
terrorism preparedness exercises,27–29 a massive out-
break of Cryptosporidium parvum infection resulting
from contamination of the public water supply in Mil-

waukee during March and April 1993,30 an outbreak of
West Nile Virus in New York City in late August 1999,31

clinical practice guidelines for the treatment of the
most relevant biothreat agents,32–36 emergency pre-
paredness assessments and planning documents,37–40

standards for reporting public health surveillance
data,41–43 and standards for maintaining the security of
electronic data.44 In addition, we solicited input from
local, state, and national public health officials and ex-
perts in bioterrorism preparedness and response,
clinical medicine, and medical informatics.

When evaluating the information provided by these
sources, we attempted to identify the nature of the in-
fectious disease outbreak described, the types of deci-
sion makers involved in the response to the outbreak,
the information needed to make their decisions and
perform their tasks, the information technologies used
during the response and their effects on the outcome,
and any lessons learned by the key decision makers.
For example, we reviewed descriptions of a weapons of
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Identify bioterrorism-relevant events such as 
the 2001 anthrax cases, other naturally 

occurring infectious disease outbreaks, and 
bioterrorism preparedness exercises.

Identify essential decisions and tasks of 
clinicians and public health officials during 

bioterrorism preparations and response 
(Figure 2).

Use task decomposition to specify data and 
methods required for IT/DSSs to assist these 

decisions and tasks performed during 
bioterrorism preparations and response 

(Table 1).

Develop evaluation criteria for assessing the 
utility of IT/DSSs for bioterrorism 

preparedness and response based on the task 
decomposition (Table 2).

Evaluate the reports of IT/DSSs for 
bioterrorism preparedness and response.

Elements of the Conceptual Framework

Perform systematic search for IT/DSSs that 
could be used to support bioterrorism 

preparedness and response decisions and 
tasks.

Elements of the Systematic Review

Figure 1 Approach to evaluating reports of information technolo-
gies and decision support systems (IT/DSSs) for bioterrorism pre-
paredness and response. This figure describes the elements of the
conceptual framework and systematic review for evaluating reports
of IT/DSSs for bioterrorism preparedness and response. The concep-
tual framework is the subject of this article. The results of the system-
atic review are available elsewhere.11
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mass destruction exercise called TOPOFF (because it
was designed to test the readiness of TOP OFFicials of
the government to respond to terrorist attacks) con-
ducted by the US Department of Justice in May 2000 at
a cost of $3 million.27 TOPOFF simulated an aerosol re-
lease of Yersinia pestis in Denver. The officials partici-
pating in this exercise included public health officials,
clinicians, and emergency management professionals.
During the exercise, major problems were experienced
in the following areas: leadership and decision making,
resource distribution, and management of the crisis sit-
uations resulting from exceeding the capacity of the lo-
cal hospital system.27 Information technologies were
unavailable for assisting in many of the decision-mak-
ing processes during this exercise. In particular, IT/
DSSs could have facilitated diagnostic decisions (e.g.,
the rapid diagnosis of plague among exposed individu-
als), management decisions (e.g., isolation of exposed
individuals, treatment of the acutely ill, and
maintenance of personal safety), outbreak control
decisions (e.g., prevention of contagion), and com-
munication among all participating decision makers
and organizations.

Representation of the Key Decisions in a
Schematic Using Influence Diagram Notation

We represented the key decisions made by clini-
cians and public health officials during a bioterrorism
response identified from the sources described in the
previous section in a schematic using influence dia-
gram notation. Influence diagrams are graphical repre-
sentations of formal mathematical models that facili-
tate the compact representation of the probabilistic
structures of complex problems.24,45,46 We adopted stan-
dard influence diagram notation such that decisions
are represented by rectangular nodes.25–27 Arrows be-
tween decision nodes indicate that at the time of the
2nd decision, the decision maker has knowledge of the
previous decision. Probabilistic events are represented
by elliptical (chance) nodes. Arrows between chance
nodes indicate that a probabilistic relationship may ex-
ist. That is, the outcome of the 1st chance event may
change the probability of the outcome of the 2nd. Ar-
rows from a chance node to a decision node indicate
that the outcome of the uncertain event is known at the
time the decision is made.

The schematic allowed us to assess the relationships
between the decisions made by the 2 types of decision
makers, to identify the uncertain events that affect
these decisions, and to evaluate the information that is
observable by the decision makers at the time they
make their decisions. The complexities of the pro-

cesses involved in clinicians’ and public health offi-
cials’ responding to a bioterrorist attack created unique
challenges for the application of standard influence di-
agram notation. Specifically, our conceptual model re-
quired the incorporation of different decision makers,
different time horizons, and different value functions.
We direct interested readers elsewhere for detailed dis-
cussions of graphical representations of temporal med-
ical decision modeling.47–52

Task Decomposition and Determination
of Evaluation Criteria

We used a process called “task decomposition” to
describe the characteristics that would be required for
IT/DSSs to serve the information needs of clinicians
and public officials as they make the key decisions pre-
sented in our schematic.22 Task decomposition pro-
vides a framework for specifying, documenting, and
evaluating what types of data an IT/DSS should con-
tain to serve its purpose.53–55 Task decomposition starts
with the identification of an IT/DSS’s main purpose (or
target task). Typically, this target task is then hierarchi-
cally decomposed into 3 components: subtasks, the
methods used for accomplishing those subtasks, and
the necessary and sufficient information for complet-
ing those subtasks using those methods. We extended
the hierarchy 1 step further to articulate a 4th compo-
nent, the evaluation criteria for determining the com-
petence of the IT/DSS to address the subtask. We de-
composed the information needs of clinicians and
public health officials into top-level tasks and
subtasks. We then considered the methods for accom-
plishing each subtask, the data required for an IT/DSS
to assist that subtask, and the evaluation criteria to de-
termine the competence of an IT/DSS in assisting that
subtask. Although the identification of the tasks,
subtasks, information, and methods for completing the
subtasks were derived directly from our task decompo-
sition, we augmented our evaluation criteria with our
review of evaluations of IT/DSSs designed for
bioterrorism-relevant tasks (e.g., diagnostic DSSs,
management systems, communication systems), ad-
vice from experts, and published evaluation criteria for
diagnostic tests, IT/DSSs for purposes not related to
bioterrorism, and surveillance systems.12–16,19,26,55–62

For example, performing syndromic surveillance is
a target task of public health officials. Monitoring out-
patient visits for the diagnosis codes associated with fe-
ver and rash (i.e., subtask) is one way to implement a
syndromic surveillance system. One method for col-
lecting these diagnosis codes would be a daily auto-
mated count of diagnosis codes associated with febrile
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illness and dermatologic conditions determined from
electronically recorded outpatient diagnosis codes
(i.e., methods and data/information necessary to ac-
complish this subtask). An IT/DSS facilitating this
subtask could be evaluated for its timeliness (e.g., abil-
ity to deliver recommendations quickly), sensitivity,
specificity, cost of data collection, and the geographic
distribution of patients under surveillance (i.e., evalua-
tion criteria). After considering the evaluation criteria
relevant to the surveillance subtasks delineated
through the task decomposition process, we aug-
mented our evaluation criteria for the surveillance task
with published criteria for evaluating syndromic
surveillance systems.62

Applying the Evaluation Criteria

We applied the evaluation criteria developed from
the task decomposition to 341 reports of 217 existing
IT/DSSs for bioterrorism. A complete description of
the systematic review including literatures searches,
data abstraction, and application of the evaluation cri-
teria to reports of existing IT/DSSs is available else-
where.11

RESULTS

After reviewing the descriptions of clinicians and
public health officials responding to bioterrorism-re-
lated and naturally occurring infectious disease out-
breaks, we determined that during a bioterrorism
event, clinicians and public health officials would
each have 4 major types of decisions and tasks. Clini-
cians would have to 1) correctly diagnose the clinical
manifestations of biothreat agents, 2) rapidly manage
the care of potentially exposed patients, 3) take effec-
tive action to prevent the further spread of disease, and
4) report suspicious or confirmed cases to local, re-
gional, and national public health officials. Public
health officials would have to 1) collect, manage, and
interpret surveillance data; 2) determine when and
how best to perform outbreak investigation; 3) deter-
mine the timing and scope of outbreak control mea-
sures, such as quarantine, to prevent the spread of dis-
ease; and 4) communicate with first responders (e.g.,
fire, police, and hazardous materials personnel),
clinicians, other public health officials, and the public.

The Key Decisions Represented as a
Schematic Using Influence Diagram Notation

We represented these 8 major decisions in a sche-
matic using influence diagram notation (Figure 2). The

schematic depicts 3 critical time periods as follows.
Time period 1 refers to the interval in which decisions
are made by clinicians regarding the events associated
with the initial cases. Time period 2 refers to the inter-
val in which decisions are made by public health offi-
cials regarding the events associated with the initial
cases. Time period 3 refers to the interval in which de-
cisions are made by clinicians regarding the events as-
sociated with the subsequent cases. We recognize that
time periods 1 and 2 are likely to occur concurrently
but have represented them as separate events to enable
clear delineation of the decisions made by clinicians
and public health officials. Because some IT/DSSs are
user specific (e.g., only used by clinicians), the differ-
entiation of time periods 1 and 2 facilitated the
identification and evaluation of appropriate IT/DSSs.

In time period 1, after a bioterrorism event occurs, a
population may be exposed to an infectious agent (de-
noted by the “exposure chance node), and those who
have been exposed may become infected (Figure 2).
Susceptibility to the infectious agent may be affected
by prior immunization or other host factors such as
immunosuppression (denoted by the “susceptible”
chance node). The true infection status of any patient is
unknown to the clinician. Therefore, the chance node
“infection status” represents the clinician’s pretest
probability of disease. After an exposure, a single pa-
tient with an unusual clinical syndrome or a cluster of
cases may present to a clinician for evaluation (de-
noted by the “clinical syndrome” chance node). During
time period 1, clinicians are faced with 4 types of deci-
sions: diagnostic decisions, management decisions,
prevention decisions, and reporting decisions. Diag-
nostic decisions such as the selection and interpreta-
tion of diagnostic tests are affected by the clinician’s
pretest probability of disease. The interpretation of di-
agnostic test results depends on the sensitivity and
specificity of the test and the clinician’s pretest proba-
bility of disease. Management decisions include those
regarding triage, treatment of acutely ill patients, and
maintenance of personal safety. They are affected by
the clinician’s interpretation of diagnostic tests (de-
noted by the chance node “test result”) and the pa-
tient’s clinical syndrome. Prevention decisions in-
clude prophylaxis and vaccination of exposed
individuals. They are affected by the clinician’s inter-
pretation of diagnostic tests and by the probability of
exposure. Reporting decisions are affected by the clini-
cian’s interpretation of diagnostic tests (e.g., if a diag-
nostic test suggests anthrax, a clinician is likely to re-
port this case to public health officials) and clinical
syndrome (e.g., some highly atypical clinical syn-
dromes or clusters of patients may also trigger the deci-
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sion to report). The desired outcome of this decision-
making process (denoted by the diamond in Figure 2)
could be lives saved, morbidity prevented, or dollars
saved; it is affected by the patient’s infection status and
by management and prevention decisions.

In time period 2, public health officials are faced
with 4 types of decisions: surveillance decisions, out-
break investigation decisions, outbreak control deci-
sions, and communication decisions. In Figure 2, we
denote the surveillance reports that could be received
by public health officials by the 2 chance nodes “clini-
cal surveillance reports” and “other surveillance re-
ports.” The node “clinical surveillance reports” in-
cludes any information from clinicians about potential

bioterrorism-related illness (either from formal
bioterrorism surveillance systems in which clinicians
submit reports of patients meeting specific case or syn-
dromic definitions or the isolated report from a clini-
cian of a suspicious case). The node “other surveillance
reports” includes the variety of bioterrorism surveil-
lance data that could be collected by public health offi-
cials (e.g., from detection systems, pharmacy sales, vet-
erinarians, zoos, clinical and microbiologic laboratory
reports, ambulance/911 calls, hospital admissions and
discharges, and school/work absenteeism). Surveil-
lance decisions include selection of methods for deter-
mining the expected rate of each source of surveillance
data, setting thresholds above which an outbreak will
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Time period: 1

Decision makers: Clinicians

Events: associated with the initial cases    

Time period: 2

Decision makers: Public health officials

Events: associated with the initial cases

Time period: 3

Decision makers: Clinicians

Events: associated with subsequent cases

Outbreak
Investigation

Decisions

Outbreak
Control

Decisions

Clinical
Surveillance

Reports

Diagnostic
Decisions

Management
Decisions

Prevention
Decisions

Reporting
Decisions

Exposure

Test Result

Susceptible

Infection Status
(unobserved)

Lives
Saved

Clinical
Syndrome

Diagnostic
Decisions

Management
Decisions

Prevention
Decisions

Reporting
Decisions
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Test Result

Susceptible

Infection Status
(unobserved)Clinical
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Alert
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Communication
Decisions

Other
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Figure 2 Schematic of decisions made by clinicians and public health officials during a bioterrorism response. This figure uses influence dia-
gram notation to depict the key decisions of clinicians and public health officials responding to bioterrorism (rectangular decision nodes), to
identify the uncertain events affecting these decisions (elliptical chance nodes), and to evaluate the information that is observable by the deci-
sion makers at the time they make their decisions. The schematic depicts 3 critical time periods as follows: time period 1 refers to the interval in
which decisions are made by clinicians regarding the events associated with the initial cases, time period 2 refers to the interval in which deci-
sions are made by public health officials regarding the events associated with the initial cases, and time period 3 refers to the interval in which
decisions are made by clinicians regarding the events associated with the subsequent cases. The decisions and processes depicted in this figure
could be supported by information technologies and decision support systems designed to facilitate bioterrorism preparedness and response.
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be suggested (e.g., 2 standard deviations above the ex-
pected rate), and performing temporal and/or spatial
analyses to determine when the threshold has been ex-
ceeded. These decisions are affected by the type of
surveillance data and the computing and statistical
resources available to the public health official.

If public health officials interpret surveillance re-
ports as suggesting a possible bioterrorist event, they
may then decide to initiate outbreak investigation. De-
cisions about initiating outbreak investigation will be
affected by the type of information under surveillance
(e.g., a few syndromic reports of patients presenting
with fever and a rash might not be investigated but a re-
port of a suspected case of smallpox would be), the
methods used to calculate the expected rate of each
type of data under surveillance, and the means by
which thresholds are set to determine when outbreak
investigation will be performed. If the investigation
provides additional suggestion of an outbreak or expo-
sure, public health officials will then have to determine
the timing and scope of the appropriate outbreak con-
trol measures. Outbreak control measures include ac-
tions intended to prevent the spread of disease, such as
quarantine, mass vaccination/antibiotic distribution,
and requesting release of the National Pharmaceutical
Stockpile. Decisions about the institution of outbreak
control measures are based on the results of the out-
break investigations and interpretation of surveillance
data. Decisions about whether and how to communi-
cate the results of outbreak investigations to clinicians,
first responders, other public health officials, the intel-
ligence community, the media, and/or interested
groups will also be based primarily on these results.
The desired outcomes of this decision-making process
could be lives saved, morbidity prevented, or dollars
saved; it is affected by the population’s infection status
and by outbreak control measures.

In time period 3, clinicians are faced with subse-
quent cases (Figure 2). At this time, their estimation of
the pretest probability of disease may be increased sec-
ondary to alerts from public health officials, thereby af-
fecting subsequent testing, management, prevention,
and reporting decisions. Similarly, after an outbreak
has been established, public health officials’ decisions
about surveillance, outbreak investigation, outbreak
control, and communication will be affected by the in-
formation that they receive from their public health
colleagues.

The use of influence diagram notation facilitates the
identification of the 8 key decisions and tasks that
could be targets of DSSs designed to assist clinicians
and public health officials responding to a bioterrorist
attack. In addition, the schematic specifies 3 essential

features of the decision-making process that could be
the targets of IT/DSSs: the relationships between the
decisions, the uncertain events that affect the deci-
sions, and the information that is observable by the de-
cision makers at the time they make their decisions. For
example, IT/DSSs exist that use clinical information
about a patient (e.g., temperature, peripheral white
blood cell count, and chest radiograph findings) to sug-
gest management alternatives (e.g., selection of antibi-
otics). From the schematic (Figure 2), it became appar-
ent that for these systems to be maximally useful to
clinicians, they should incorporate the results of diag-
nostic tests, provide recommendations in a timely
manner (e.g., at the point of care), and be sufficiently
flexible so that management algorithms and
knowledge bases can be updated as the outbreak
progresses.

Tasks of IT/DSS for Bioterrorism
and Criteria for Evaluating Them

We used task decomposition to describe in detail the
8 top-level decisions and tasks and the associated
subtasks that IT/DSSs would have to perform to assist
clinicians and public health officials during a
bioterrorism response. For each decision/task and as-
sociated subtasks, we considered the data require-
ments for an IT/DSS to assist in that subtask. This list of
the necessary subtasks serves as the foundation of our
evaluation system of the currently available IT/DSSs.

In Table 1, we present for each task examples of
subtasks, information needs of the decision makers to
perform that subtask, evaluation criteria, and IT/DSSs
that could be used to perform that task. For example,
interpretation of diagnostic tests is an important
subtask of diagnostic decision making. To accurately
interpret diagnostic test results, clinicians require in-
formation to determine the pretest probability of dis-
ease (e.g., history of exposure, signs, and symptoms),
the diagnostic test results, and an understanding of the
accuracy of the diagnostic test. Therefore, an evalua-
tion criterion we applied to reports of diagnostic IT/
DSSs for bioterrorism asked whether the reports
described the systems’ sensitivity and specificity.

In Table 2, we present the evaluation criteria for re-
ports of IT/DSSs supporting a bioterrorism response.
Several evaluation criteria for reports of IT/DSSs are
relevant to all types of systems (e.g., the clear statement
of the purpose of the system, descriptions of the sys-
tem’s hardware requirements, security measures, time-
liness features, and costs of implementation and main-
tenance). Because of similarities in the design and
functionality of some types of systems (e.g., reporting
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Table 1 Key Decisions and Tasks with Examples from Task Decomposition of Subtasks, Information Needs,
and Evaluation Criteria for Reports of Information Technologies and

Decision Support Systems for Bioterrorism Preparedness and Response

Decisions/Tasks Example Subtask Example Information Need Example Evaluation Criteriona Example System

Diagnosis Interpretation of
diagnostic test results

Information about the pretest probabil-
ity of disease given exposure history,
patient’s signs and symptoms, and
diagnostic test results

Are sensitivity and
specificity reported?

QMRb

Management Treatment of acutely ill
patients

Information regarding appropriate anti-
biotics and other therapies for sus-
pected cases of bioterrorism-related
illness

Is the inclusion of all
bioterrorism-relevant
agents and associated
illnesses in the
system’s knowledge
base described?

HELPc

Prevention Prophylaxis of asymp-
tomatic exposed
persons

Information regarding the criteria for
and effectiveness of prophylactic
measures such as antibiotics, im-
mune globulin, and vaccines

Is the ability to change
recommendations as
the epidemic
progresses described?

Gideond

Reporting Clinicians’ communica-
tion of information
about suspicious cases
to public health
officials

Information regarding which diseases
should be reported and how to per-
form such reporting

Is the timeliness of the
system described?

GeoSentinele

Surveillance Analysis of
surveillance data

Baseline information for each source
of surveillance data including means
and standard deviations over time ac-
counting for seasonal and geographic
variations

Are the methods used
to determine baseline
characteristics of
surveillance data
described?

ESSENCEf

Outbreak
investigation

Verification that the
cases identified from
the surveillance data
represent an outbreak

Information about the sensitivity and
specificity of surveillance data on
which the outbreak investigation is
being based

Are sensitivity and
specificity of the
surveillance system
reported?

CDC Wonder/
PCg

Outbreak
control

Institution of quarantine Information regarding the criteria for
and effectiveness of various quaran-
tine and isolation procedures (e.g.,
mandates for a population to stay at
home v. isolating patients in a desig-
nated facility)

Is the ability to change
recommendations as
the epidemic pro-
gresses described?

None found

Communication Communication among
national, state, and lo-
cal public health
officials

Information about ongoing outbreaks of
naturally occurring or bioterrorism-
related illnesses

Is the mode of transmis-
sion of information to
the recipient described
(e.g., email or pager
alerts)?

RHEACTSh

a. These evaluation criteria focus on the information that should be collected regarding system performance from a report of a system but do not specify standards
for each criterion (e.g., do not identify critical thresholds in sensitivity and specificity that individual systems must achieve to be useful during a bioterrorism
response).
b. Quick Medical Reference (QMR) is a widely distributed general diagnostic decision support system (DSS) that uses rule-based logic to associate manually en-
tered case findings with its knowledge base of more than 600 diseases.63–75

c. Health Evaluation through Logical Processing (HELP) was developed at LDS Hospital in Salt Lake City and applies clinical practice guidelines to the hospital’s
robust electronic medical record system to provide patient-specific recommendations to clinicians at the point of care.76–82

d. Global Infectious Disease and Epidemiology Network (Gideon) is a diagnostic DSS that provides a differential diagnoses of infectious diseases based on manu-
ally entered clinical information compared to its robust knowledge base of infectious diseases that includes all of the most bioterrorism-relevant agents.90

e. Global Emerging Infections Sentinel Network (GeoSentinel) monitors morbidity among international travelers through the receipt and analysis of faxed reports
from 25 sentinel clinics worldwide.91,92

f. Electronic Surveillance System for the Early Notification of Community-based Epidemics (ESSENCE) was initially designed to perform syndromic surveil-
lance using routinely collected outpatient diagnosis codes from military clinics in the Washington, D.C., area but has been expanded to include both military and
civilian data sources from around the world.86

g. CDC Wonder/PC is an integrated information and communication service that allows users to search and download public health information from the Centers
for Disease and Prevention (CDC) and facilitates communication among public health officials.87–89

h. Rapid Health Electronic Alert, Communication, and Training System (RHEACTS) provides a Web portal for alert notification, knowledge sharing, and training
with security that is largely derived from a role-based identification system.83–85

 at CAPES on September 5, 2011mdm.sagepub.comDownloaded from 

http://mdm.sagepub.com/


200 • MEDICAL DECISION MAKING/MAR–APR 2004

BRAVATA, MCDONALD, SZETO, SMITH, RYDZAK, OWENS

Table 2 Evaluation Criteria for Reports of Information Technologies and Decision Support Systems (IT/DSSs)
Supporting a Bioterrorism Response

Decision Being
Supported Evaluation Criteria for Reports of IT/DSSs Supporting a Bioterrorism Responsea

Diagnosis Is the purpose of the system stated?
Are the hardware requirements described?
Is the type of information required by the system described?
Is the type of diagnostic information provided by the system described (e.g., a list of possible diagnoses)?
Are sensitivity and specificity reported?
Is the reference standard against which the system was compared described?
Is the inclusion of all bioterrorism-relevant agents and associated illnesses in the system’s knowledge
base described?

Is the ability to update the pretest probability of biothreat-related illness described?
Is the method of reasoning used by inference engine described?
Is the use of standard vocabulary described?
Is the timeliness of diagnostic information described (e.g., information provided at the point of care)?
Are the system’s security measures described?
Are the system’s costs described?

Management Is the purpose of the system stated?
and prevention Are the hardware requirements described?

Is the type of information required by the system described (e.g., data from the electronic medical
record)?

Is the manner in which recommendations are provided described?
Is the accuracy of recommendations described?
Is the inclusion of all bioterrorism-relevant agents and associated illnesses in the system’s knowledge
base described?

Is the ability to change recommendations as the epidemic progresses described?
Is the method of reasoning used by inference engine described?
Is the use of standard vocabulary described?
Is the timeliness of the recommendations described (e.g., information provided at the point of care)?
Are the system’s security measures described?
Are the system’s costs described?

Reporting and Is the purpose of the system stated?
communication Are the hardware requirements described?

Is the information that the system is intended to communicate described?
Are the intended provider(s) and recipient(s) of information described?
Is the mode of transmission of information to recipient described (e.g., e-mail or pager alerts)?
Is the timeliness of the system described?
Are the system’s security measures described?
Are the system’s costs described?

Surveillance Is the purpose of the system stated?
Are the hardware requirements described?
Is the type of surveillance data collected by the system described?
Are the methods used to collect surveillance data described?
Is the geographic area under surveillance described?
Is the acceptability of the system by data collectors described (i.e., their willing to use the system)?
Are the methods used to determine baseline characteristics of surveillance data described (e.g., the
expected rate of cases under surveillance on a given day in a particular geographic location)?

Are the methods to perform analyses of data described (e.g., temporal-spatial)?
Are the methods for determining when an outbreak has occurred described (e.g., setting thresholds)?
Are the methods of presenting data to a decision maker described?

(continued)
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and communication), we found that a single set of
evaluation criteria could be used for both.

Diagnostic systems. The key evaluation criteria for
diagnostic DSSs are the determination that all
bioterrorism-relevant agents are included in the sys-
tem’s knowledge base, diagnostic sensitivity and speci-
ficity, timeliness, which is affected by the type of infor-
mation required by the system (e.g., manually entered
clinical information), and whether the recommenda-
tions are provided at the point of care. For example,
Quick Medical Reference (QMR) is a widely distrib-
uted general diagnostic DSS that uses rule-based logic
to associate patients’ signs and symptoms with its
knowledge base of more than 600 diseases.63–75 The di-
agnostic accuracy of QMR compares favorably to that
of other general diagnostic decision support systems
and to physician experts; however (as is the case with
all general diagnostic DSSs included in the systematic
review), it has never been evaluated specifically for
bioterrorism-related illness, we could not verify that all
the bioterrorism-relevant agents were in its knowledge
base, and its requirement for the manual entry of case
findings would limit its timeliness. For a complete

evaluation of the reports of QMR, we refer interested
readers elsewhere.11

Management and prevention systems. Important
evaluation criteria for IT/DSSs designed to support
management and prevention subtasks include the de-
termination that all bioterrorism-relevant agents are in-
cluded in the system’s knowledge base and that recom-
mendations are accurate, timely, and can be updated as
the outbreak proceeds. The management DSS that has
been the topic of the most numerous clinical evalua-
tions is the Health Evaluation through Logical Process-
ing (HELP) system developed at LDS Hospital in Salt
Lake City.76–82 The HELP system, based on a robust elec-
tronic medical record, has numerous features with po-
tential relevance to supporting clinicians’ decision
making during a bioterrorism response including im-
plementing clinical practice guidelines for the diagno-
sis and management of community-acquired pneumo-
nia, providing clinicians with alerts about specific
laboratory and radiographic findings (including alerts
for infections that are legally mandated to be re-
ported to public health officials), and providing pa-
tient-specific antibiotic recommendations at the point
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Table 2 (continued)

Decision Being
Supported Evaluation Criteria for Reports of IT/DSSs Supporting a Bioterrorism Responsea

Is the flexibility of the system to change data collected and methods of analysis as the epidemic
progresses described?

Are sensitivity and specificity of the system reported?
Is the reference standard against which the system was compared described?
Is the timeliness of the system described?
Are the system’s security measures described?
Are the system’s costs described?

Outbreak Is the purpose of the system stated?
investigation Are the hardware requirements described?
and control Are the types of actions recommended by the system described?

Is the acceptability of the system by public health responders and data collectors described (i.e., their
willing to use the system)?

Is the ability to change information about available response resources (e.g., hospital beds and
personnel) and relevant outbreak control recommendations described?

Are sensitivity and specificity of the system reported?
Is the timeliness of the system described?
Are the system’s security measures described?
Are the system’s costs described?

a. These evaluation criteria focus on the information that should be collected regarding system performance from a report of a system but do not specify standards
for each criterion (e.g., do not identify critical thresholds in sensitivity and specificity that individual systems must achieve to be useful during a bioterrorism
response).
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of care.76–82 As with the general diagnostic DSSs, nei-
ther HELP nor any of the other management or preven-
tion systems have been evaluated specifically for their
ability to provide accurate, timely recommendations
during a bioterrorism response, and we have no infor-
mation as to whether the knowledge bases and infer-
ence engines of these systems include comprehensive
information about bioterrorism-related illnesses. How-
ever, HELP has maximized timeliness of recommenda-
tions because its algorithms and alerts are generated
continuously as the electronic medical record is up-
dated. In addition, HELP’s algorithms could be
changed as an outbreak progresses.11

Reporting and communications systems. The key
evaluation criteria for IT/DSSs for reporting and com-
munication are that they are flexible (e.g., can update
information/features as the epidemic progresses),
timely, secure (e.g., provide for the confidentiality of
patient information and the security of the data), and
passive on the part of the data recipient (e.g., decision
makers are automatically notified via page or e-mail of
critical information rather than having to seek it out
from a Web site or other source). Communication sys-
tems differ enormously in terms of their complexity,
the type of information that they are designed to trans-
mit, and the intended recipients of the information.
Among the simplest and most widely used technolo-
gies for clinicians are alerting systems that automati-
cally issue a page in the event that a patient has an ab-
normal laboratory result. For public health officials,
there are systems such as the Rapid Health Electronic
Alert, Communication, and Training System
(RHEACTS) that have been designed to facilitate com-
munication among local and state and federal public
health decision makers. RHEACTS is a California ini-
tiative to provide a Web portal for alert notification,
knowledge sharing, and training of public health offi-
cials with security that is largely derived from a role-
based identification system.83–85 It is likely that the use-
fulness of systems such as RHEACTS during a bio-
terrorism response may be limited unless their avail-
ability to more local public health officials and their
use for routine public health communication
increases.

Surveillance systems. Evaluations of bioterrorism
surveillance systems require an understanding of the
sensitivity, specificity, timeliness, and cost of collec-
tion of each source of surveillance data. In addition,
evaluation necessitates an understanding of the meth-
ods used to determine when an outbreak has occurred.
The earliest signs and symptoms caused by most

biothreat agents are influenza-like illness, acute respi-
ratory distress, febrile hemorrhagic syndromes, and
febrile illness with dermatologic, neuorologic, or gas-
trointestinal symptoms. Therefore, patients with these
syndromes are the targets of bioterrorism-related syn-
dromic surveillance. These syndromic surveillance
systems vary widely with respect to the syndromes un-
der surveillance, data collected, methods of data analy-
sis, and presentation to public health decision makers.
One of the most extensive syndromic surveillance sys-
tems, the Electronic Surveillance System for the
Early Notification of Community-based Epidemics
(ESSENCE), was initially designed to perform syn-
dromic surveillance using routinely collected outpa-
tient diagnosis codes from military clinics in the Wash-
ington, D.C., area but has been expanded to include
both military and civilian data sources from around the
world.86 More than 2700 syndrome- and location-spe-
cific graphs are prepared each day and automatically
analyzed for patterns that suggest the need for outbreak
investigation. Two evaluations of ESSENCE are cur-
rently ongoing: one to address data quality and the
other to test the system’s sensitivity and specificity
over a range of outbreak scenarios.86

Outbreak investigation and control systems. The
key evaluation criteria for an IT/DSS that facilitates
outbreak investigation and control are that it is sensi-
tive, specific, and acceptable to public health users
(i.e., a system with a high false positive rate that alarms
frequently and requires public health officials to inves-
tigate nonevents is not likely to be relied on during an
actual bioterrorism event); matches the type of recom-
mendation to the type of aberration detected in the sur-
veillance data (e.g., a peak in acute respiratory distress
cases might result in a call to the local hospital to deter-
mine the nature of the cases whereas a spike in sputum
cultures growing B. anthracis might warrant a more in-
tensive alarm and investigation); and has the flexibility
to change recommendations as the outbreak pro-
gresses. Most of the IT/DSSs to facilitate outbreak in-
vestigation are communication systems that enhance
communication among public health officials about
suspected outbreaks in specific geographic areas or
alert public health officials to peaks in surveillance
data but do not actually provide decision support. For
example, the Centers for Disease Control and Preven-
tion’s (CDC’s) Wonder/PC is an integrated information
and communication service that allows users to search
and download public health information from the CDC
and facilitates communication among public health
officials.87–89
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DISCUSSION

We developed a conceptual framework for the eval-
uation of IT/DSSs for bioterrorism preparedness and
response based on formal approaches to identify the
key decisions and tasks that clinicians and public
health officials are likely to face while responding to
bioterrorism. Clinicians must make decisions related
to diagnosis and detection, management, prevention of
further exposure or the spread of disease, and commu-
nication with public health officials. Public health offi-
cials must make decisions about surveillance, outbreak
investigations, outbreak control measures, and com-
munication with clinicians, other public health offi-
cials, and the public. Although clinicians and public
health officials must make some decisions not cap-
tured in this general conceptual model, we specified
the major decision areas affecting the important out-
comes of lives saved and morbidity prevented.

Our conceptual framework addresses 3 limitations
in the existing evaluation methods that could be ap-
plied to IT/DSSs for bioterrorism preparedness and re-
sponse. First, the general methods for evaluating IT/
DSSs assume a detailed knowledge of the information
needs of users; however, an assessment of the informa-
tion needs of clinicians and public health officials pre-
paring for and responding to bioterrorism events has
not previously been published. Thus, our use of task
decomposition to systematically abstract the key tasks
and information needs of these decision makers from
responses to naturally occurring and bioterrorism-re-
lated outbreaks and other relevant literatures repre-
sents a significant contribution to efforts to develop
bioterrorism-specific IT/DSSs and to evaluate them.

Second, none of the existing evaluation frameworks
consider the effects of the IT/DSS on the relationships
between multiple decision makers over time. Our con-
ceptual framework used influence diagram notation to
explore the relationships between the key decisions of
clinicians and public health officials responding to
bioterrorism—a method not typically part of the stan-
dard task decomposition approach. The advantages of
using influence diagram notation to represent the com-
plex and related decisions of clinicians and public
health officials were that it facilitated the description
of the uncertain events affecting the key decisions,
highlighted the relationships between decisions made
by different decision makers, and emphasized the criti-
cal steps in the decision-making process that could be
influenced by IT/DSSs. The schematic presented in
Figure 2 could be easily expanded to include addi-
tional decisions made by these 2 types of decision mak-
ers (e.g., to further delineate the tasks of emergency de-

partment clinicians from those of general practitioners
or to describe the different tasks of local, state, and na-
tional public health officials), to add other decision
makers (e.g., laboratory personnel, first responders,
and hospital administrators), and to include more de-
tail about specific diagnostic test characteristics,
clinical syndromes, and the other key uncertainties
(thereby evaluating the significance of these uncertain-
ties on the decisions they affect).

Third, the published evaluation guidelines for diag-
nostic tests, information systems, and surveillance sys-
tems typically present broad system specifications or
criteria without detailed information about how to ap-
ply these criteria to published evaluations of systems
or tailor these criteria for a particular type of sys-
tem.26,56,57,60,61 Our use of task decomposition provided a
formal method for developing the evaluation criteria
specifically for bioterrorism response systems, which
we then reviewed and augmented with advice from ex-
perts in bioterrorism preparedness and response. Hav-
ing written the criteria in the form of a question facili-
tated our application of these criteria to the literature
describing existing IT/DSSs. Despite the heterogeneity
of the tasks and subtasks, common themes emerged in
the criteria for most types of IT/DSSs: Evaluations re-
quire information about the system’s timeliness, sensi-
tivity, specificity, acceptability, flexibility, and security
of the data collected. These could be considered the
key evaluation criteria.

We found that most of the 217 IT/DSSs were de-
signed for other uses and only subsequently adapted to
facilitate a bioterrorism response. However, the timeli-
ness needed for other purposes is often less stringent
than that required for bioterrorism detection or re-
sponse. We found that those systems designed primar-
ily for nonbioterrorism purposes were most likely to be
adaptable for bioterrorism preparedness or response if
they were designed to be highly timely for their origi-
nal purpose and could be modified for a bioterrorism
response task. For example, rapid diagnostic tools for
non-bioterrorism-related pathogens could be modified
to detect biothreat agents. Other systems could be
adapted for a bioterrorism response by making them
more timely. For example, an influenza surveillance
system that collected clinical data on a weekly basis
could be changed to daily reporting of cases of influ-
enza-like illness. In addition to this enhanced timeli-
ness, systems designed for both delivery of routine
health care and use during a bioterrorism response
(“dual-use systems”) may be more cost-effective or
more acceptable to users than bioterrorism-only sys-
tems. We found that decision support was most effec-
tive when integrated into the normal flow of patient
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care through clinical information systems11; however,
we found no specific evidence linking multiple exist-
ing IT/DSSs (such as linking diagnostic systems with
electronic medical records or using surveillance
information to update pretest probabilities of disease
when interpreting diagnostic information).

When applying the evaluation criteria to 217 cur-
rently available IT/DSSs that could potentially support
the decisions of clinicians and public health officials,
we found that the literature provides little information
about the accuracy of these systems. As a group, the di-
agnostic DSSs have been subjected to the most compre-
hensive assessment of both sensitivity and specificity.
In contrast, very little published data report the sensi-
tivity and/or specificity of surveillance data or meth-
ods for analyzing them. Ongoing evaluations of these
characteristics of syndromic surveillance systems will
significantly improve the ability of public health deci-
sion makers to determine the meaning of a peak in the
surveillance data. The sensitivity and specificity of the
surveillance system is affected by the methods used to
analyze the data. We found few reports describing the
ability of a system to incorporate more than 1 source of
surveillance data or to routinely perform temporal and
spatial analyses.

Almost none of the reports of systems included in
the systematic review provided a comprehensive de-
scription of its security measures. From our task de-
composition and discussion with experts in bio-
terrorism preparedness, we determined that IT/DSSs
for bioterrorism preparedness and response require
measures to maintain patient confidentiality (e.g., typi-
cally by role-delimited access to patient information in
a manner compliant with the Health Insurance Porta-
bility and Accountability Act of 1996), to resist cyber
attack, and to maintain the security of clinical and
laboratory specimens.

The conceptual framework described and then ap-
plied to more than 200 IT/DSSs focuses on decisions by
clinicians and public health officials that are likely to
be critical for preventing excess morbidity and mortal-
ity during a bioterrorism event. Our application of the
evaluation provides insight into the elements of IT/
DSSs that require additional evaluation to determine
whether they will meet the complex information needs
of decision makers involved in an effective bio-
terrorism response. Public health decision makers are
currently making critical decisions regarding invest-
ments in systems for bioterrorism preparedness and re-
sponse. Evaluations of existing systems and those un-
der development according to the criteria described
would significantly enhance their understanding of the

likely costs and benefits of these systems for clinical
and public health decision making.
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